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Goals

· Create single entry-point for incoming Laboratory email

· Perform virus checking on all incoming Laboratory email

· Remove all SMTP conduits from External networks to Tier 2 email servers

· Create a conduit from Tier 1 email server to each Tier 2 email server

· Provide large spooling space to hold incoming email when Tier 2 email servers are unavailable or when email floods occur

· Provide centralized log analysis and data collection

· Improve ability to manage Laboratory email and email security

Infrastructure Strategy

· Tier 1 DNS servers will contain two views of the zones it contains – an internal view an external view

· Appropriate responses to DNS queries will be based on originating IP address of host that made the query

· External IP addresses will receive a response based on the external definition of the appropriate zone

· Internal IP addresses will receive a response based on the internal definition on the appropriate zone

· This capability is built into the latest version of BIND (version 9.2.0)

· Tier 1 email server will:

· Perform virus checking/scanning

· Contain a large amount of disk space to spool incoming mail

· Possibly provide @anl.gov alias expansion services

· Perform log and data collection on incoming email for later analysis

· Route email to Tier 2 email servers

Testing Strategy (with current hardware)
· Create Solaris email server on Sun E250

· Install/configure anti-virus software (Trend VirusWall)

· Install/configure email relay software

· Sendmail as MTA

· smap/smapd as front-end? (has known issues)

· Other MTA possibilities

· Postfix (http://www.postfix.org) (preferred)

· Qmail (http://www.qmail.org/top.html)

· Install/configure alias list (mailhost service)

· Configure resolver to use test DNS server

· Create Solaris DNS server on Sun E250

· Install/configure BIND 9.2.0

· Needed for ‘view’ capability

· Create access lists for internal versus external IP addresses

· Create internal and external zone definitions

· Create Tier 2 Exchange server

· Will receive email from Tier 1 email relay host

· Create Tier 2 sendmail SMTP server

· Will receive email from Tier 1 email relay host

Initial Hardware/Software Requirements

· Sun E250 running Solaris 8 for Tier 1 email server

· Sun E250 running Solaris 8 for Tier 1 DNS server
· The above Sun hardware will be used for test purposes only

· Any standard Solaris system able to run sendmail for a short time in Tier 2 network

· Microsoft Exchange server in Tier 2 network

· Needs to be built by a Windows administrator

Thoughts on Flow of an Internet Incoming Email Message
· User in Internet sends mail to "dsalbego@anl.gov"
· User's MTA looks up anl.gov MX record to determine how to route mail

· Tier 1 DNS server receives query, determines querying IP address is external and returns appropriate MX record (for anl.gov)

· User’s MTA sends mail message to Tier 1 email server

· Tier 1 email server performs a virus check / spam check / etc

· Tier 1 email server, also playing the @anl.gov alias expansion role, performs an alias lookup on ‘dsalbego’ to determine appropriate email address (salbego@atalanta.ctd.anl.gov)

· Tier 1 email server performs MX record lookup for atalanta.ctd.anl.gov

· Tier 1 DNS server receives query, determines querying IP address is internal and returns appropriate MX record for atalanta.ctd.anl.gov

· Tier 1 email server has a firewall conduit for port 25 for atalanta.ctd.anl.gov and forwards message

· Email server atalanta.ctd.anl.gov receives message and delivers message to local user salbego (assuming no .forward file exists)

Comments Regarding Mail Flows
· Email addressed to @anl.gov recipients originating from both the Internet and internal email servers will flow through the Tier 1 email server

· Other internal email will not flow through the Tier 1 email server
Issues for Discussion

· Providing mail relay service for ANL employees at home using own ISP (instead of ISP’s email server)  - some employees do this today

· SPAM/UCE filtering

· Pros and cons of replacing sendmail as MTA in Tier 1
· Anti-virus rules at the Tier 1 level

· Others…

