Green Email Server

Meeting Notes from Jan 30 2002

David Salbego

Attending: Mike Thommes, Tony Stuckey, Barry Finkel, Fred Moszur, Ron Bare, David Salbego

· Several divisions (MCS, APS, CMT) may not be willing to have their mail flow through our email proxy server for various reasons (lack of virus scanner control

· CMT will run into technical issues with their W2K Exchange server - may need to move into Green network (DNS issues)

· Absolutely critical that all email flows through a virus scanner - there should be no way around it

· Email proxy server will provide free virus checking to all divisions that elect to use the email proxy service - strong benefit

· Should define a list of requirements for email servers that elect not to participate in email proxy strategy - from virus scanning requirements to OS/security requirements and show how this strategy benefits them through easier administration, more security, less work on their end, etc.

· Should define exactly how we add value to the email process

· Using email proxy server provides benefits (virus scanning, for example) that should make administrators want to be part of, as opposed to electing out of particpation

· Possibly send a 'test' (safe) virus every month to all registered email servers to confirm virus checking capabilities

· Spam control and detection issues - how to implement, should we implement, etc.

· Other email filtering concerns - known potential legal liabilities for certain types of offensive email

· Product to use will most likely be Trend's VirusWall (currently used on atalanta)

· Using BIND 9.x view capability looks to be best DNS option currently - it allows DNS server to return an answer based on originating IP address - give different answer for external hosts versus internal hosts, for example

· Hardware and software issues of redundancy, reliability, capacity planning, etc need to be researched and documented

